
January 21. 2009

Marlene H. Donch
Office of the Secretary
Federal Communications Commission
445 121h Street, SW. Suite TW-A325
Washington. DC 20554

, p

RE: Annual 41 C.F.R. § 64.2009(e) CPNl Certification in EB Docket 06-36

Dear Ms. Dortch:

I Packet Networks hereby submits its Annual CPNl Certification and accompanying statement of
compliance in EB Docket No. 06-36.

Any questions with regard to this filing may be directed to the undersigned.

Guido M. Eastep
President

cc: Best Copy and Printing, Inc. via email to

Thomas Lynch & Associates via email to

>.:;:. Cpt..... com
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Annual -17 C.F.R. § 6-1.2009((') CPNI C('r1ific;ltion

En Dock('t 06-36

Annual M.:!OO9(e) ePN! Certilicalion for 2008

Date lilcJ: Januaf) n.2009

i'\ame of compan) co\crcd b~ this certilication: I Pad.et l\ct\\orl..s. LLC

Form -199 Filer 10: 826&09

l\ame of signator: : Guido Eastep

Title of signator) : President

I. Guido Eastep. certil) that 1am an ollicer of the compan) named abQ\e. and acting as
an agent of the compan) . that I have personal kno\\ ledge that the compan) has
established operating procedures that are adequate to ensure compliance with the
Commission's Customer Proprielal} Net\\ork Information (CPNI) rules. See ~7 C.F.R.
§ 6~.2001 ef :'Jeq.

Attachcd 10 this certification is an accompan) ing stalement explaining ho\\ the
compan)'s procedures ensure that the compan) is in compliance \\ith the requirements
SCI forth in section 6~.2001 ef seq. of the Commission's rules.

Thc compan) has not taken an) aClions (proceedings instituted or petitions filed by the
compan) with either state cOlllmissions. the court system. or the Commission) against
data brokers in the past year. [acknowledge that companies must report on any
information thm they have \\ ith respect to the processcs pretexlers arc using to attempt
10 access CPNI. and \\hal steps companies arc taking to protect CPNI. and I have no
such informal ion to report at Ihis lime.

Thc compan) has not recl.:i'ved any customer complaints in the past year concerning the
llllalllhoriLcd rdeuse or or access to CPNI and I hereby acknm\ledge that if Ihe
compan) docs rccci\e .lIt) such complaints. il must provide thai information \0 the
Commission. including the number or customer compbillis a comp~ny has received
related to unaulhoriLed acct:ss to CPNI. or unauthorized disclosure of CPNI. broken
do\\ n b~ category or complaint. e.g.. instances of improper access by employees.
instances of improper disclosure to indi\ iduals not aUlhorized to recei\e the
infomlalion. or instances of improper acccss to onlint: information b) indi\ iduals 110t
~uthorized to \ic\\ the inlormation.

flf(~
Guido Eastep
President



Shltcmcnt Accomp:.mying CI'NI Ccrtificate
EB Docket No. 06-36

I Packet Nct\\orks. LLC (lhe ··Company"·) does not use. disclose or permit access to Customer
Proprietary Network Information ("erN\"") except as permilted or required by law pursuant to 47
U.S.c. § 222. The safeguards set forth in Sections I and J below are followed by the Company.
and. to the extcnt that the Company finds it necessary lo usc. disclose or permit access to CrN!.
the operating procedurcs in Sections 1\-1-1 below arc observed.

A. Definitions. The terms used in this Statcment have the same meaning as set fonh in 47
C.F.R. §64.2003.

B. Usc of CPNI. It is the Company·s polic)' that tlte Company may usc. disclose. or permit
access 10 CPNI lor the purpose of providing or marketing service offerings among the categories
of service (i.e.. local. illlcrexehange. and interconnected VOIP) to which the eustOlner already
subscribes from the Company. wilhout customer approval.

To the extent that the Company provides differcnt categories of service. and a customcr
subscribes to more than onc category of service offered by the Company. the Company may
share CPNI among the Compan) 's alliliatcd entities that provide a service olTering to the
CUSlOmer. However. to the exlent that the Company provides different categories of service. but
a customer does not subscribe to more than one olTering. the Company does not share CPNI with
ilS affiliates. except by following the requirements described herein.

The Company does not usc. disclose. or permit access to CPNI to market to a customer any
service offerings that are \\ithin a category of service to which the subscriber does not already
subscribe from the Company. unless the Company has customer approval to do so. The
COinpan) does not use. disclose or permit access to CPNI to identify or track customers that call
competing service providers.

Not\\ithstanding the forgoing. it is the Company's policy thal the Company may use. disclose. or
pl.:rmil access to CPNI lO protect the rights or properly of the Company. or to protect users of
those services and other carriers rrom rraudulent. abusive. or lmlawrul usc of: or subscription lO.
such services.

C. Customer Appr·o\,:tls.

It is the Company"s policy that the Company may obtain approval lhrough wrillen. oral or
electronic methods. The Company acknowledges that it bears the burden or demonstrating that
an) oral approvuls have been given in compliance \vith the Commission's rules. The Company
honors all approvals or disapprovals to usc. disclose. or permit access to a customer's CPNI until
the customer revokes or limits such approval or disapproval. The Company maintains records or
approval. regardless of the form of such approval. 1'01' at least one year.

0PI-Out and Opt-In Approval Processes. Ii is the Company's policy that it may. subject lo opt­
out approval or opt-in approval. usc its customer's individually idenlifiable CPNI 1'01' the purpose
of marketing communications-related services to that customer. It is the Company's policy that it
may, subject to opt-out approval or opl-in approval. disclose its customer's individually
idelllifiabic CPN!. for the purpose of marketing cOlllmunications-related services to that



customer. to its agents and its aftilialcs thai provide communications·related services: and its
joint venture partners and independent contractors who do the same. It is the Company"s policy
that it may also permit such persons or entities to obtain access to such CPNI for such purposcs.
Except as provided herein. or as otherwise provided in Section 222 of thc Communications Act
of 1934. as amended. the Company only uses. discloses. or permits access to its customers'
individually identifiable CPNI subject to opt-in approval.

D. Notice Required For Usc Of Customer Propl'ietary Network Inform:ltion. It is the
Company"s polic)' that prior to any solicitation for customer approval. notification is provided to
the customer of the customer's right to restrict use of. disclosure of. and access to that cuslOmer's
ePNl. The Company maintains such rccords of notification. whcther oral. written or electronic.
for at least one year. It is the Company's policy that individual notice to customers is provided
when soliciting approval to use. disclose. or permit access to customers' CrN!.

E. Notice Content Requirements. Company notices must comply with the following
requirements:

I. Notices must provide sufticient information to enable the customer to make an informed
decision as to whether to permit the Company to use. disclose. or permit access to. the cuslOmcr's
ePNl.

2. Notices must state that the customer has a right. and the Company has a duty. under federal
la\\. to protccl the conlidetllialit) ofCPNI.

3. Notices must specify Ihe types of information that constitute CPNI and the specific elllities
that will receive the CPNJ. describe the purposes for which CPNI will be used. and inform the
customer of his or her right to disapproVl: those uses. and deny or withdraw access to CPNI at
an) time.

-I-. Notices must advise the customer of the precise steps the customer must take in order to ~rallt

or deny access to CPNL and must clearly state that a denial of approval will not affect the
provision of any services to which the cUSlOmer subscribes.

5. Notices must be comprehensible and must not be misleading.

6. To the extelllihat wriucn Notices are provided. the Notices arc clearly legible. use sufficiently
large lype. and are placed in an area so as to be readily apparent to a customer. .

7. If any portion of a Notice is translated into another language. then all ponions of the Notice
must be translated into that language.

8. The NOlice may state that the customer's approval to lise CPNI may enhance the Company's
ability to o~Ter products and scrvices tailored to the customer's needs. Thc Notice may also state
that the Company may be compelled to disclose CPNI to any person lIpon aflirmalive written
request by the customer.

9. Notices may not inchldc in the notification any statement attempting to encourage a customer
to freeze third-party access to CPNI.



customer. to its agents and its affiliates that provide communications·relalcd services: and its
joint venture partners and independent contractors who do the same. It is the Company"s policy
that it may also permit such persons or entities to obtain access to such CPNI for such purposes.
Except as provided herein. or as otherwise provided in Section 222 of the Communications Act
of 1934. as amended. the Company only uses. discloses. or permits access to its customcrs'
individually identifiable erNI subjcctto opt-in approval.

D. Notice Required For Use Of Customer Proprichlry Network Information. It is the
Company's pOlicy Ihat prior 10 any solicitaiiOll for CUSlOmer approval. notification is provided to
the customer of Ihe customer's right 10 restrict use 01: disclosure of. and access to that custom~rrs

CPNI. The Company maintains such records of notification. whether oral. wrillcn or electronic.
lor at least one year. It is the Company's policy lhat individual notice to customers is provided
when soliciting approval to lise. disclose. or permit access to customers' erN!.

E. Notice Content Requirements. Company notices must comply with the following
req ui remellls:

I. Notices must provide sufliciellt information to enable the customcr to make an informed
decision as to \\hcthcr 10 permit the Compan) to use. disclose. or permit access to. the customer's
ePN\.

2. Notices must stale that thc customer has a right. and the Company has a duty. under federal
law. to protect the conlidentiality ofCPNI.

3. Notices must specify the types or information that constitute ePNI and the specilic cntities
that will rcceive the CPNJ. describe the purposes for which erN I will be used. and inform the
customer of his or her right to disapprove those uses. and deny or withdraw access to crNI at
an) lime.

~. Notices must advise the customer of the precise steps the customer must take in order to grant
or deny access to CPNL and mu::i\ clearly state that a denial of approval will not affect lhe
provision or any services to which the customer subscribes.

5. Notices must be comprehensible and must not be misleadinl!.

6. To the extent that written Notices are prO\ ided. the Notices arc clearly legible. use sufficiently
large type. and arc placed in an arca so as to be readily apparent to a customer.

7. If any portion ot" a Notice is translated into another language. then all portions of the Notice
must be translated into that language.

8. The Notice may state that the customer's approval to use ePNl may enhance the Company's
ability to offer products and services tailored to the customer's needs. The Notir.:e may also state
that the Company may be compelled to disclose CrNI to any person upon aflirmative written
request by the customer.

9. Notices may not include in the notification any statement attempting to encourage a customer
to freeze third-party access to CPNI.



10. Notices must slate that any approv<ll. or dcnial of approval for the usc ofCPNI oUlside of the
service to which the customer already subscribes from the Company is valid until the customer
affirmatively revokes or limits such apprO\ al or denial.

11. The Company's solicitation for approval must be proximate to the Notice of a customer's
CPNI rights.

F. Opt~Out Notice Requil'cl11cnts. II is the Company's policy that Notices to obtain opt-out
approval be given only through elcctronic or wrincn methods. and not by oral communication
(except as provided with respect to onc·timc use ofCPNI below).

The contents of any such notification must comply with the Notice Content Requirements
described above.

It is the Company's policy to wait a 30-day mlllimum period or time after giving customers
nOlice and ,Ul opportunity to Opt-out before assuming customer approval to use. disclose. or
permit access to CPNI. This 30-day minimum period is calculated as follows: (1) In the case of
an electronic form 01" notification. the waiting period shall begin to run from the date 011 which
the Noticc was sent: and (2) In the case of NOlice by mail. thc waiting period shall begin to nm
on lhc third day following the date that the notilication was mailed. It is the Company's policy
to notify customers as to the applicable waiting period for a response before approval is assumed.

For those instances in which the Company uses the opt-out mcchanism. the Company provides
notices to applicable customers every IwO years.

For those instances in which the Company uses e-mail to provide opt-out notices. thc Company
lollO\l,<s the additional requircments in addition to the requirements generally applicable to
notilication:

(I) The Company mUSt obtain express. verifiable. prior approval from consumers to send notices
via e-mail regarding their service in general. or CPNI in particular:

(2) The Company must allo\\ customers to reply directly to e·mails containing CPNI notices in
order to opt·out:

(3) Opt-out e-mail notices that arc relllrned to the Company as undeliverable must be sent to the
customer in another form before the Company considers the customer 10 have received notice:

(4) Thc subjcct linc of the message must clearly and accurately identify the subject matter of the
c-mnil: and

(5) The Company makes available to every customer a method to opt-out that is of no additional
cost to the customcr and that is available 2.f hours a day. seven days a week.

C. Opt-In Notice Requil·cmcnts. It is the Company's policy that Notices to obtain opt-in
approval be given though oral. wrillen. or electronic methods. The conte11lS or any such
llotilication must comply with the Notice Content Requirements described above.



H. Olle·Time Usc of CPNI Notice Rcquircments. The Company may usc oral notice to obtain
limited. one-time use of CPNI for inbound and outbound customer telephone contacts for th~

duration of the call. The Company requin:s that the contents of any such notification must
comply with the Notice Conlent Requirements described above. except that the Company may
omit any 01" the 1'0110\\ ing notice provisions if not relevant to the limited use for which the
Company seeks CPNI:

(1) The requirement that the Compan) advise customers that if they have opted·out prc:viously.
no action is needed to maintain the Opt-out election:

(2) The requirement that the Company advise customers that they may share CPNI with their
alliliales or third-parties and need not name those cntities. if the limited CPNI usage will not
result in use by. or disclosure to. an affiliate or third-party:

(3) The requirement that the Compan) disclose the means by which a customer can deny or
withdr;:l\\ future access to CPN\. so long as explanation is given to customers Ihat the scope of
the approval the Company seeks is limited to one-time use: and

(..q The Company may omit disclosure of the precise steps a customer lllust take in order to grant
or deny access to ePNI. as long as the Company clearly communicates that the customer can
deny access to his CPNI for the call.

I. Safeguards Required for the Usc of CPNI. It is the policy of the Company to train its
personnel as to the circumstances under \\ hich CPNI may. and may not. be llsed or disclosed, In
addition. thc Company has establishcd a \\fitten disciplinary process in instances \\herc its
personnel do not comply \\ ith established policics. It is the Company"s policy to require that a
record be maintained of its own and its affiliates' sales and marketing campaigns that use their
customers' CPNI. The Company maintains a record of all instances where CPNI was disclosed
or provided to other third-parties. or wherc third-parties were allowed to access such CPNl. The
record includes a description of each campaign. the specific CPNI that was used in the campaign.
and what products and services were olTered as a pan of the campaign. Such records are rctained
for a minimum of one year.

The Company has established a mandatory supervisory revic\v process regarding compliance
with CPNI rules for outbound marketing. Sales personnel must obtain supervisory approval of
any proposed outbound marketing request for customer approval. The Company"s policies
require that records pertaining to such carrier compliance be retained for a minimum period 01"
one year.

In compliance \\ ith Section 64.2009(e). the Company will prepare a ··compliance certificate"
signed by an onicer on an annual basis Slating that the officer has personal knowledge that the
Company has established operating procedures that arc adequate to ensure compliance with 47
C.r:.R. ~ 64.2001 el seq. The certificate is to be accompanied by this statement and will be filed
in EB Docket No. 06-36 annually on or bel"ore March 1. for data pcrtaining to the previous
calendar year. This filing will include an explanation of any actions taken against data brokers
and a summar; or all customer complaints received in Iht past year concerning the un8lllhorized
release orCPN\.



It is the Company"s policy to provide written nOlicc to the FCC within five business days orany
instance \\here the opt-outlllechanisms do not work properly, such that a consumer's inabilit) to
Opt-OLlt is more than an anomaly. The written notice shall comply with 47 C.F.R. §6..L1009(f).

J. Safcgu:'lrds on the DisciosUI'c of CPNI. 1l is the Company"s policy to lake reasonable
measures to discover and protect against attempts to gain unauthorized access to CPNI. The
Company will properly authenticate a customer prior to disclosing ePNI based on customer­
initiated telephone contact. online access, or in-store visit. if applicable.

K. Notitic:lIion ofCPNI Security Breaches.

(I) It is the Company's policy to notify law enforcement ofa breach in its customers' CPNI as
provided in Ihis section. The Company will not notify its customers or disclose the breach
publicly until it has completed the process of notifying law enforcement pursuant to paragraph
(2).

(1) As soon as practicable. and in no event later Ihan seven (7) business days after reasonable
determination of the breach. thc Company will electronically notify the United States Secret
Sen ices (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting
facility.

(a) Notwithstanding state law to the contrary. the Company shall not notify customers or disclose
the breach to the public until 7 full business days have passed after notification to the USSS and
the FBI. except as provided in paragraphs (b) and (c).

(b) If the Company believes that thcre is an extraordinarily urgent need to notify any class of
affected customers sooner Ihan otherwise allowed under paragraph (a). in order to avoid
immcdiate and irreparable harm, it will so indicate in its notification and may proceed to
immediately notify its affected customers only aher consultation with the relevant investigation
agency. The Company will coopcrate with the relevant investigating agency's request to
minimize any adverse effects of such custolllcr notilieation.

(c) If the relevalll investigating agency determines that public disclosure or notice to customer
\\ould impede or compromise an ongoing or potcntial criminal investigation or national security.
such agency may direct the carrier not to so disclose or notify for an initial pcriod of up to 30
days. Such period may be extended by the agency as reasonably necessary in the judgment or
the agency. Ifsuch direction is given. the agency shall notify the carrier when it appears that the
public disclosure or notice to aflected customers will no longer impede or compromise a criminal
investigation or national security. The agency shall provide in writing its initial direction to the
carrier. any subsequent extension. and any notification that notice will no longer impede or
compromise a criminal investigation or national security and sueh writings shall be
contemporaneously logged on the same reponing facility that contains records or notifications
filed by the Compan) .

(3) Customer Notification. Alier the Company has notified la".' enforcement pursualll to
paragraph (2). it \\ ill noti fy its customers of breach of those customers· CPNI.

(4) Recordkeeping. The Company will maintain a record. electronically or in some other
manner. of any breaches discovered. notifications made to thc USSS and the FBI pursuant to



paragraph (2). and 1101ificmiol1s made 10 customers. The record will include. if available. dates
of discovery ilnd notification. a detailed description of the ePNI that was the subject of the
breach. and the circumstances of the breach. The Company \\ ill maintain lhe record for a
minimum 01'1 years.


